Claims 

We claim: 

1. A method of providing security in accordance with at least one user, 
comprising the steps of: 

receiving at least one image associated with a user device, the user device being 
associated with the at least one user; 

associating the at least one image with user data; 
determining whether to use the at least one image; and 

using the at least one image and at least a portion of the user data when indicated 
to do so in accordance with the determining step. 

2. The method of claim 1, further comprising the step of specifying a process for 
determining whether to use the at least one image. 

3. The method of claim 2, wherein the specifying step further comprises 
specifying a criterion. 

4. The method of claim 2, where the specifying step further comprises permitting 
the at least one user to specify the process for determining whether to use the at least one 
image. 

5. The method of claim 2, wherein the specifying step further comprises 
recording user data. 

6. The method of claim 1, wherein the determining step is responsive to an 
arrival rate of data from the user device. 
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7. The method of claim 1, wherein the determining step is independent of further 
communication with one of the at least one user and the user device. 

8. The method of claim 1, further comprising the step of receiving user device 

5 data. 

9. The method of claim 8, wherein the user device data comprises at least one of 
location, altitude, biometric information, communications capability, functional 
capability, current communications speed, display capability, ability for remote 
management, recorded voice, and recorded locations. 

10 10. The method of claim 1, wherein the user data comprises at least one of a 

calling number, a user name, a communication address associated with receipt of the at 
least one image, a user identification, a user location, user preference information, 
previous user behavior, user network access information, legal records pertaining to a 
user, privacy policies pertaining to a user, and a user service specification. 

15 11. The method of claim 1, wherein the determining step further comprises at 

least one of applying one or more rules of a specification of a service offering, applying 
one or more rules of a previously entered user specification, and applying one or more 
rules responsive to at least one of a location, a time of day, a consideration of multiple 
factors. 

20 12. The method of claim 11, wherein multiple factors comprise a time of data 

transmission combined with a lack of subsequent data transmission. 
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13. The method of claim 11, wherein the step of applying one or more rules of a 
specification comprises at least one of speaker identification and face identification. 

14. The method of claim 1, wherein the using step further comprises at least one 
of a transmission to a third party and logging for subsequent use. 

5 15. The method of claim 14, wherein the third party comprises at least one of a 

security service and law enforcement. 

16. The method of claim 1, further comprising the step of storing the at least one 

image. 

10 17. The method of claim 1, further comprising the step of receiving an indication 

of emergency from the at least one user. 

18. Apparatus for providing security in accordance with at least one user, 
comprising: 

a memory; and 

15 at least one processor operative to: (i) receive at least one image associated with a 

user device, the user device being associated with the at least one user; (ii) associate the 
at least one image with user data; (iii) determine whether to use the at least one image 
and (iv) use the at least one image and at least a portion of the user data when indicated 
to do so in accordance with the determining operation. 

20 19. The apparatus of claim 18, wherein the at least one processor and the memory 

comprise a server. 
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20. An article of manufacture for providing security in accordance with at least 
one user, comprising a machine readable medium containing one or more programs 
which when executed implement the steps of: 

receiving at least one image associated with a user device, the user device being 
associated with the at least one user; 

associating the at least one image with user data; 
determining whether to use the at least one image; and 

using the at least one image and at least a portion of the user data when indicated 
to do so in accordance with the determining step. 

21. A method of operating a security service, comprising the steps of: 
enrolling at least one user in the security service; 

receiving at least one image associated with a user device, the user device being 
associated with the at least one enrolled user; 

determining whether to use the at least one image ; and 

charging the at least one enrolled user a fee for the security service. 

22. The method of claim 21, further comprising the step of providing wireless 
communication for the user device. 

23. The method of claim 21, wherein the enrolling step further comprises 
receiving user data. 

24. A method of providing security in accordance with at least one user, 
comprising the steps of: 

capturing one or more images in accordance with a user device, the user device 
being associated with the at least one user; 
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transmitting at least one of the one or more captured images from the user device 
to a security service; and 

alerting the public, via the user device, in accordance with the capture of the one 
or more images. 

5 25. The method of claim 24, wherein the alerting step further comprises use of at 

least one of a visual indicator, an audible indicator, an alarm, and a spoken phrase. 

26. The method of claim 24, further comprising the step of receiving voice data. 

27. Apparatus for providing security in accordance with at least one user, 
comprising: 

10 a device for use by the at least one user operative to: (i) capture one or more 

images; (ii) transmit at least one of the one or more captured images to a security service; 
and (iii) alert the public in accordance with the capture of the one or more images. 

28. A method for processing at least one image in accordance with at least one 
user, comprising the steps of: 

15 receiving at least one image associated with a user device, the user device being 

associated with the at least one user; 

associating the at least one image with user data; 
determining whether to use the at least one image; and 

using the at least one image and at least a portion of the user data when indicated 
20 to do so in accordance with the determining step. 
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